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ACCEPTABLE USE POLICY - ELECTRONIC RESOURCES

The College provides access to eectronic resources for students, faculty, staff, and Board of
Governors. In order to provide a high degree of dectronic resource access and maintain the efficient
operation of dectronic resources, the College requiresthat al users of College eectronic resources
adhere to the established Acceptable Use Procedures- Electronic Resources.
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ACCFEPTABI F USF PROCEDURES - FI FCTRONIC RESOURCES
Rights and Respongibilities

Accepting a password, operator ID, or other security access code and/or using Northeast Community
College dectronic resources shall condtitute an agreement on behdf of the user or other individuas
accessing such eectronic systems to abide and be bound by the provisions of this Policy and
Procedure.

Electronic Resources shal mean and include, but are not limited to, computers, scanners, CD burners,
copy machines, facsmiles, networks, servers, telephone systems, and other smilar devicesthat are
administered by the College and for which the College is responsible. Networks shal mean and include
video, voice and data networks, routers, and storage devices.

The use of college eectronic resources are services made available to students, faculty, staff, and_Board
of Governorsto further the educationa mission of Northeast Community College (NECC).

Electronic systems can provide access to resources on and off campus, as well as the ability to
communicate with other users worldwide. Such open accessis a privilege, not aright and requires that
individua users act responsibly. Users must respect the rights of other users, respect the integrity of the
systems and related physical resources, and observe dl rdevant laws, regulations, and contractua
obligations. Electronic resources are college property and are intended for education use and not the
persona use of its employees.

Northeast Community College supports Academic Freedom. Employees are dlowed to use dectronic
resources as necessary to meet educationa gods or fulfill work-related respongibilities.

The College dectronic resources may not be used for trangmitting, retrieving or storing any
communications of a discriminatory or harassng nature or obscene materids. Harassment of any kind is
prohibited. Messages with derogatory or inflammatory remarks about race, gender, rdligion, national or
ethnic origin, marita or family status, age, or disability are prohibited.

User files may be subject to search under court order if such files are suspected of containing
information that could be used as evidence in a court of law. In addition, system administrators may
access user files as required to protect the integrity of computer systems. Student files, as kept on
NECC facilities, are consdered educational records as covered by the Family Educationa Rights and
Privacy Act of 1974 (Title 20, Section 1232 (g) of the United States Code, dso referred to as the
Buckley Amendment). System administrators may access or examine files or accountsif evidence exists
that such an intrusion is warranted.

College eectronic systems are the property of the College and users should not assume eectronic
communications are private. All users are notified that system security features such as passwords and
message delete functions do not take away the ability to archive any message, at any time, for future
viewing.
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Originators of al Web Pages using information systems associated with the College shdl comply with
College palicies and are responsible for complying with al federd, state, and local laws and regulations,
induding copyright laws, obscenity laws, laws rdaing to libel, dander, and defamation, and laws rdating
to piracy of software.

Existing Legdl Context

Users may be held accountable for their conduct under any applicable College policies, procedures, or
regulations. Complaints aleging misuse of NECC eectronic resources will be directed to those
responsible for taking appropriate disciplinary action as specified under the Enforcement section.
Misuse of eectronic resources may result in the loss of access to electronic resources and prosecution
under applicable statutes. 1llega reproduction of software and associated documentation licensed to the
collegeis protected by U.S. Copyright Law and is subject to civil damages and crimind pendties
incdluding fines and imprisonment. All existing laws (federd and state) and College regulations and
policies gpply, including not only those laws and regulations that are specific to computers and

networks, and other dectronic resources, but aso those that may apply generdly to persona conduct.

When accessing remote resources from NECC facilities, users are responsible for obeying both the
policies st forth in this document and the policies of the other organizations.

Thispolicy is effective a dl College locations and represents the minimum requirements that must bein
place. Individua aress that have dectronic resources and networks may have additiona controls and
security, but they arein addition to this policy. A notice may be posted in computer laboratories to
provide further information in regard to procedures, redtrictions or use of facilitiesthat are in effect a
that particular location.

Examples of Misuse

Examples of misuse indlude, but are not limited to the following:

1.  Unauthorized use of an eectronic resource account. Examples include obtaining a password for
an dectronic resource account without the consent of the account owner. If you, as an authorized
user, give out your account and password to another individua, you may be held accountable for
any actions that arise associated with your account.

2. Gaining unauthorized access to any dectronic resource system.

3. Intentiondly interfering with the norma operation of e ectronic resources.

4. Intentiondly running or ingaling on any eectronic resource, a program intended to damage or to
place excessive load on an eectronic resource or network.

5. Ingdling or removing software without the permission from the employee responsible for the
inventory of the computer.
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6.  Attempting to circumvent data protection schemes or uncover security loopholes.
7. Vidlating terms of applicable software licensing agreements or copyright laws.
8.  Ddiberately wadting/overloading eectronic resources.

9.  Stworing largefiles on the systems which could compromise system integrity or preclude other users
right of accessto disk storage.

10. Masking the identity of an dectronic resource user to gain anonymity for malicious purposes.
11. Attempting to monitor or tamper with another user’s e ectronic communications.

12. Reading, copying, changing, or deleting another user’ sfiles or software without the explicit
agreement of the owner.

13. Modifying or ddeting files that are owned and maintained by NECC. Configuration and setup files
will not be changed or removed from College owned PC' s without authorization from Information
Services.

14. Using dectronic mail to send abusive, obscene or illegal communications.

15. Using dectronic resources for non-college consulting, business, or employment.

16. Violating any state or federd law or regulation in connection with use of any dectronic resource
sysem.

Food, beverages, and use of tobacco products are not alowed in computer |abs.

Activitieswill not be considered misuse when authorized in writing by gppropriate College officiads for
security or performance testing.

Enforcement

College staff and faculty discovered in violation of the above will be reported to their supervisor. If
violations continue, the saff or faculty person will be reported through the norma organizationd
structure.

Violation of any provison of this policy may result in (a) alimitation on auser’ s accessto some or dl
College systems, (b) theinitiation of legd action by the College, including, but not limited to, crimind
prosecution under appropriate State and Federd laws, (c) the requirement of the violator to provide
restitution for any improper use of service, and (d) disciplinary sanctions, which may include suspension
or dismisd.

Disdamer
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College dtaff responsible for eectronic resources will make every effort to ensure the integrity of the
systems and of the information stored on them. However, users must understand that the College does
not take responsibility for the safe storage of files. Users must keep their own copies of any information
that isimportant. NECC is not responsible for any loss of information from College eectronic
resources, regardless of the cause.

Information posted by users on computer bulletin boards, eectronic forums, Web pages, or other
publicly accessble stes administered by NECC, is subject to review for conformity with lega
requirements, including copyright provisons, and with the procedures described in this document.
Postings found to be unacceptable will be removed.
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